ap-datenschutz
Risk Management and Data Privacy

Please note: ap-datenschutz cannot guarantee that the data privacy notice will provide security against
receiving warning letters of any kind

Data Privacy Regulations
Overview
For using the portal:
E-mail, name, name of company, address

Types of data

For using your account:
In-app (Security & Technical N.):
- IP address
- Date and time of access
- Time zone differences based on Greenwich
Mean Time (GMT)
- Content of the request (specific page)
- Access status/HTTP status code
- Data volumes transmitted
- Website from which the request originates
- Browser
- Operating system and its interface
- Language and version of the browser
software

Further
transmission of
data
Cloud use

None

None

E-Tracker
Google Analytics

Tracking

Advertising

Only within the legal framework for
similar products by e-mail
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§ 1 Information about the collection of personal data and
provider identification
(1)

(2)

(3)

The following provides information on the collection of personal
data when using this website. Personal data means all the data
that refers to you personally, e.g. name, address, e-mail
addresses, user behavior.
The person responsible (data controller) pursuant to Art. 4 para. 7
of the EU General Data Protection Regulation (GDPR) is SchwarzeRobitec GmbH, Olpener Str. 460-474 in 51109 Cologne,
sales@schwarze-robitec.com (see our imprint). Our Data Protection
Officer is Mr Andreas Pinheiro LL.M., a.pinheiro@apdatenschutz.de.
If we intend to use contracted service providers for individual
functions of our offering or would like to use your data for
advertising purposes, we will inform you in detail about the
respective processes as follows. We also specify the defined criteria
for the retention period of your data.

§ 2 Rights, in particular to information and revocation
(1)

(2)

(3)

(4)

(5)
(6)

(7)

§3

You have the following rights with regard to your personal data:
–
Right to information,
–
Right to rectification or deletion,
–
Right to restriction of processing,
–
Right to object to the processing,
–
Right to data portability.
If you have given us consent to use your data, you may withdraw
this consent at any time. Should the lawfulness of the processing
be based on consent, this consent shall remain valid until you
withdraw your consent.
All requests for information, inquiries or objections to data
processing should be sent by e-mail to sales@schwarzerobitec.com or to the address given under § 1 para. 2.
You may ask us to delete your data at any time. In this case, there
may be legal retention periods, which allow us to retain your data
until the expiry of the period.
If your data is incorrect, you have the right to ask us to rectify it.
This request will be complied with immediately.
You have the right to receive from us your personal data provided
to us in a readable format, as far as technically possible, in order to
make it available to another company (right to data portability).
You have the right to submit a complaint to the supervisory
authority competent for you.

Data security
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(1)

We maintain up to date technical measures to ensure data security,
in particular to protect your personal data from the dangers of data
transmission and from third parties gaining knowledge thereof.
These will be adapted to the current state of the art.

§ 4 Collection of personal data in informational use and for
contact purposes
(1)

(2)

(3)

(4)

If you only use the website for information purposes, i.e. if you do
not register or otherwise provide us with information, we only
collect the personal data that your browser transmits to our server.
If you wish to view our website, we collect the following data,
which is technically necessary for us to display our website to you
and to guarantee its stability and security (legal basis: Art. 6 para.
1 sentence 1 letter f GDPR):
- IP address
- Date and time of access
- Difference in time zones based on Greenwich Mean Time (GMT)
- Content of the request (specific page)
- Access status/HTTP status code
- Data volumes transmitted
- Website from which the request originates
- Browser
- Operating system and its interface
- Language and version of the browser software
The legal basis for the indicated collection is the consent that you
have given by visiting our website and clicking on the cookie
banner (Art. 6 para. 1 letter a GDPR).
We will only use your data for advertising purposes to the extent
permitted by law. In particular, we will only use your e-mail
address for the direct advertising of our own similar goods or
services. You can object to the use of your data for advertising
purposes at any time in writing or in text form (e-mail to
sales@schwarze-robitec.com). Here we refer to our legitimate
interest in advertising our products to our customers pursuant to
Art. 6 para. 1 letter f GDPR.
In addition to the aforementioned data, cookies are stored on your
computer when you use our website. Cookies are small text files
that are stored on your hard drive assigned to your browser and
through which certain information flows to the location that places
the cookie (in this case, by us). Cookies cannot execute programs
or transmit viruses to your computer. Their purpose is to make the
Internet offering more user-friendly and effective overall.

§ 5 Cookies
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(1)

We use cookies on our website. These cookies are necessary so
that you can move freely around the website and use its features,
including access to secure areas of the website. Cookies allow us to
track who has visited the page(s), and from this we can deduce
how often certain pages are visited and therefore which parts of
the website are particularly popular. Session cookies store
information about your activities on our website.
This website uses the following types of cookies, the scope and
functionality of which are explained below:
 Transient cookies (temporary use)
 Persistent cookies (time-limited use)
 Third-party cookies
Transient cookies are automatically deleted when you close your
browser. These include session cookies in particular. They store a
so-called session ID, which can be used to assign various requests
from your browser to the shared session. This allows your
computer to be recognized when you return to our website.
Session cookies are deleted when you log out or close your
browser.
Persistent cookies are automatically deleted after a specified
period, which may vary depending on the cookie. You can delete
the cookies at any time in the security settings of your browser.
You can configure your browser settings as you wish and, for
example, refuse the acceptance of third-party cookies or all
cookies. However, please note that you may not be able to use all
the functions of the website in this case.
We use cookies to allow us to identify you for future visits if you
have an account with us. Otherwise you would have to log in again
for each visit.
The following cookies are used:

(2)

(3)

(4)

(5)

(6)

(7)

Name
_ga
_gid
BT_ctst
BT_pdc
BT_sdc
noWS_DSEmem
spamshield
et_coid

Persistence
2 years
1 day
Session
Session
Session
Session
Session
Session

Description
Google Analytics
Google Analytics

Typo3 form spam protection
E-Tracke
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§ 6 Data transmission for website maintenance
(1)
(2)

(3)

(4)

(5)

We will not pass on your personal data to third parties before we
inform you of such a transmission.
Our IT service providers have access to our stored data in order to
correct errors and enable us to carry out the required technical and
organizational measures. In this regard, we refer to our legitimate
interest in securing our IT pursuant to Art. 6 para. 1 letter f GDPR
and to the fulfillment of legal obligations pursuant to Art. 6 para. 1
letter c GDPR.
The IT service provider(s) were carefully selected and contracted
by us in writing. They are obliged to follow our instructions and are
regularly monitored by us. The service providers will not pass this
data on to third parties.
Your data is forwarded to the newsletter provider Rapidmail via our
newsletter. Further information on the processing can be found in
section 8.
Your data will not be forwarded outside the EU (EEA) area.
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§ 7 Use of our portal
(1)

(2)

(3)

If you wish to use our portal, you must register by entering your email address, a self-chosen password and your freely selectable
user name. There is no obligation to use a proper name, you may
use a pseudonym. For registration, we use the so-called double
opt-in procedure, i.e. your registration is not completed until you
have confirmed your registration by clicking on the link contained
in a confirmation e-mail sent to you for this purpose. If your
confirmation is not received within 24 hours, your registration will
be automatically deleted from our database. The provision of the
aforementioned data is mandatory, you can provide any further
information voluntarily by using our portal.
If you use our portal, we will store your data necessary for the
performance of the contract, including details of the method of
payment, until you finally delete your access. Furthermore, we
store the data voluntarily provided by you for the duration of your
use of the portal, unless you delete it beforehand. You can manage
and change all your information in the protected customer area.
The legal basis is Art. 6 para. 1 sentence 1 letter f GDPR.
In order to prevent unauthorized access by third parties to your
personal data, in particular financial data, the connection is
encrypted using TLS technology.
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§ 8 Newsletter
(1)

(2)

(3)

(4)

(5)

With your consent, you can subscribe to our newsletter, which we
use to inform you about our latest interesting offers. The
advertised goods and services are stated in the declaration of
consent. When registering for a user account you can decide to
subscribe to the Schwarze-Robitec newsletter. To do this, check
the box next to "Subscribe to newsletter".
We use the so-called double opt-in procedure for our newsletter
subscriptions. This means that after your registration we will send
you an e-mail to the e-mail address you provided to us in which we
will ask you to confirm that you wish to receive the newsletter. If
you do not confirm your registration within 24 hours, your
information will be blocked and automatically deleted after one
month. In addition, we store the IP addresses you use and the
dates of registration and confirmation. The purpose of this
procedure is to prove your registration and, if necessary, to clarify
any possible misuse of your personal data.
Your e-mail address is the only mandatory information we need for
you to receive our newsletter. After your confirmation, we will save
your e-mail address for the purpose of sending you the newsletter.
The legal basis is Art. 6 para. 1 sentence 1 letter a GDPR.
You can withdraw your consent to receive the newsletter at any
time and unsubscribe from the newsletter. You can notify us of the
withdrawal of your consent by clicking on the link provided in every
newsletter e-mail, by sending an e-mail to sales@schwarzerobitec.com or by sending a message to the contact details given in
the imprint.
You can withdraw your consent to receive the newsletter at any
time and unsubscribe from the newsletter. You can notify us of the
withdrawal of your consent by clicking on the link provided in every
newsletter e-mail [via this form on our website], by sending an email to [Newsletter@example.com] or by sending a message to the
contact details given in the imprint.
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(6)

(7)

(8)

We would like to mention that we evaluate your user behavior
when sending the newsletter. For this evaluation, the e-mails sent
contain so-called web beacons, also known as tracking pixels.
These are one-pixel image files that link to our website and thus
enable us to evaluate your user behavior. This is done by collecting
the data mentioned in section 4 as well as web beacons, which are
assigned to your e-mail address and linked to your own ID. Links
received in the newsletter also contain this ID. We use the data
obtained in this way to create a user profile so that we can provide
you with the newsletter tailored to your interests. As part of this
process, we record when you read our newsletters, which links you
click in them and infer your personal interests from this. We link
this data with the actions you take on our website. The information
collected in this way is stored by the newsletter provider RapidMail
on its server in Germany.
You can object to this tracking at any time by clicking on the
separate link provided for this purpose in each e-mail or by
informing us at sales@schwarze-robitec.com.
We also refer you to the data privacy policy of the newsletter
provider, RapidMail, at: https://www.rapidmail.com/dataprotection
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§ 9 Web tracking - Google Analytics
(1)

(2)
(3)

(4)

(5)

This website uses Google Analytics, a web analysis service of
Google Inc. (“Google”). Google Analytics uses so-called “cookies”,
which are text files stored on your computer enabling an analysis
of your use of the website (see section 5). The information
generated by the cookie about your use of this website is usually
transferred to a Google server in the USA and stored there. If IP
anonymization is activated on this website, your IP address will be
truncated by Google prior to transmission in member states of the
European Union or in other countries which are parties to the
Agreement on the European Economic Area. The full IP address will
be transmitted to a Google server in the USA and truncated there
only in exceptional cases. Google will use this information on behalf
of the operator of this website in order to evaluate your use of the
website, compile reports on website activities and provide other
services related to the use of the website and the Internet to the
website operator.
The IP address transmitted by your browser in the context of
Google Analytics is not combined with other Google data.
You may prevent the storage of cookies by selecting the
appropriate settings in your browser, however, we wish to point
out that if you do this you may not be able to use all the functions
of this website. You can also prevent Google from collecting the
data generated by the cookie relating to your use of the website
(including your IP address) and from processing this data by
Google by downloading and installing the browser plug-in available
at the following link:
http://tools.google.com/dlpage/gaoptout?hl=de.
This website uses Google Analytics with the extension
"_anonymizeIp()". This means that IP addresses are truncated for
further processing, which excludes the possibility of them being
directly linked to a particular individual. If the data collected about
you is directly linked to a particular individual, it is immediately
excluded and the personal data is immediately deleted.
We use Google Analytics to analyse the use of our website and to
improve it regularly. The statistics obtained allow us to improve our
services and make them more interesting for you as a user. For the
exceptional cases in which personal data is transferred to the USA,
Google complies with the EU-US Privacy Shield
https://www.privacyshield.gov/EU-US-Framework. The legal basis
for the use of Google Analytics is Art. 6 para. 1 sentence 1 letter f
GDPR.
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(6)

(7)

Information about the third-party provider: Google Dublin, Google
Ireland Ltd., Gordon House, Barrow Street, Dublin 4, Ireland, Fax:
+353 (1) 436 1001. User terms and conditions:
http://www.google.com/analytics/terms/de.html, overview of data
protection
http://www.google.com/intl/de/analytics/learn/privacy.html, and
the data privacy policy:
http://www.google.de/intl/de/policies/privacy.
This website also uses Google Analytics for a cross-device analysis
of visitor volumes, which is carried out via a user ID. You can
deactivate the cross-device analysis of your use in your customer
account under "My data", "Personal data".
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§ 10 Use of eTracker
(1)

(2)

(3)

(1) This website uses etracker GmbH (http://www.etracker.com)
technology to collect and store data for marketing and optimization
purposes. This data can be used to create user profiles under a
pseudonym. Cookies may be used for this purpose. Cookies are
small text files that are stored locally in the cache of the Internet
browser of the website visitor. These cookies enable the Internet
browser to be recognized. The data collected with the eTracker
technologies will not be used to personally identify visitors to this
website and will not be merged with personal data about the
bearer of the pseudonym without the specific consent of the person
concerned. The consent for the data collection and storage may be
withdrawn at any time with effect for the future.
Please exclude me from the eTracker tracking.
http://www.etracker.de/privacy?et=V23Jbb
(2) We use Google Analytics to analyze the use of our website
and to improve it regularly. The statistics obtained allow us to
improve our services and make them more interesting for you as a
user. The collected data is stored permanently and analyzed
pseudonymously. The legal basis for the use of eTracker is Art. 6
para. 1 sentence 1 letter f GDPR.
(3) Information about the third-party provider: etracker GmbH,
Erste Brunnenstraße 1, 20459 Hamburg;
https://www.etracker.com/en/data-privacy/. The legal basis for the
use of eTracker is Art. 6 para. 1 sentence 1 letter f GDPR.
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§ 11 Use of social media plug-ins
(1)

(2)

(3)

We currently use the following social media plug-ins: Google+. We
use the so-called two-click solution. This means that when you visit
our website, no personal data is initially passed on to the providers
of the plug-ins. You can recognize the provider of the plug-in by
the mark on the box above their initial letter or the logo. We offer
you the possibility of communicating directly with the provider of
the plug-in via the button. Only if you click on the marked field and
thereby activate it will the plug-in provider receive the information
that you have accessed the corresponding website of our online
offering. In addition, the data mentioned under section 2 of this
declaration will be transmitted. In the case of Facebook and Xing,
the IP address is anonymized immediately after collection
according to information provided by the respective providers in
Germany. By activating the plug-in, your personal data is
transferred to the respective plug-in provider and stored there (in
the case of US providers in the USA). As the plug-in provider
collects data in particular via cookies, we recommend that you
delete all cookies via your browser's security settings before
clicking on the grayed-out box.
We have no control over the collected data and data processing
operations, nor are we aware of the full extent of data collection,
the purposes of processing, and the storage periods. We also do
not have any information on the deletion of the data collected by
the plug-in provider.
The plug-in provider stores the data collected about you as user
profiles and uses these for the purposes of advertising, market
research and/or the appropriate design of its website. Such an
evaluation is carried out in particular (also for users who are not
logged in) in order to display appropriate advertising and to inform
other users of the social network about your activities on our
website. You have the right to object to the creation of these user
profiles; to exercise this right, please contact the respective plug-in
provider. The plug-ins give you the opportunity of interacting with
social networks and other users so that we can improve our
offering and make it more interesting for you as a user. The legal
basis for the use of plug-ins is Art. 6 para. 1 sentence 1 letter f
GDPR.
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(4)

(5)

(6)

The data is transmitted irrespective of whether you have an
account with the plug-in provider and are logged in there. If you
are logged in with the plug-in provider, your data collected by us
will be directly assigned to your existing account with the plug-in
provider. If you press the activated button and, for example, link
the page, the plug-in provider also stores this information in your
user account and communicates it publicly to your contacts. We
recommend that you log out regularly after using a social network,
especially before activating the button, as this allows you to avoid
such an assignment to your profile by the plug-in provider.
Further information on the purpose and scope of the data collection
and processing thereof by the plug-in provider can be found in the
following data protection declarations of these providers. There you
will also find further information on your rights in this regard and
setting options to protect your privacy.
Addresses of the respective plug-in providers and URLs with their
data protection information:
Google Inc., 1600 Amphitheater Parkway, Mountainview, California
94043, USA;
https://www.google.com/policies/privacy/partners/?hl=de. Google
complies with the EU-US Privacy Shield,
https://www.privacyshield.gov/EU-US-Framework.
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